
Physical Security

Our hosting facility offers 24-hour physical security, palm print biometrics as well as picture 

identification systems, redundant electrical generators, redundant cooling systems, and other backup 

equipment to help insure continuous operation is not impeded in any way. 

Data Encryption

The most powerful encryption techniques available are utilized in order to protect the integrity of the 

data we receive from our clients.  This includes 128-bit SSL Certification as well as 1024-bit RSA 

public keys.

Operating System Security

A minimum number of access points to all production servers helps maintain a high level of operating 

system security.  All passwords are kept strong through length as well as complexity.  No master 

password database is maintained for our production servers.  Operating systems are maintained at 

vendor recommended patch levels for maximum security.  All unnecessary users, protocols and 

processes are also removed to reduce the number of access points.

Database Security

Controls are in place on all database access points at both operating system and database connection 

levels for added security.  Production server database access is restricted to a minimal number of 

points to help provide a tighter defense.

Server Management Security

Access to our hosting facility is only available to Omega staff with the highest levels of security 

clearance within our organization.  The majority of Omega staff has no physical access to the 

equipment at our hosting facility.

Disaster Recovery

Our secure facility includes state of the art cooling systems, 24x7 monitoring as well as built in 

redundancy.  All of our servers are run with Raid-10, which represents one of the most reliable and 

fastest forms of redundancy available.

If you have any further questions regarding security you are welcomed to contact us at:

sales@theomegagroup.com or toll free at:  (800)228-1059

WE ARE DEDICATED TO YOUR SECURITY
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